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(54) ENCIPHERING PROCESSING SYSTEM .. 

(57)Abstract: Jt W 

PURPOSE: To provide an enciphering processing 
system in wliich the frequent change of key is reduced 
by reinforcing the enciphering algorithm, and the 
information transferring efficiency between a service 
provider and a service client can be improved. 
CONSTITUTION: A random number generator 1 
generates a first title key Ksl and a second title key Ks2 
on the basis of random numbers. A first DES enciphering 
circuit for title 6 enciphers the input information with the 
first title key Ks1 . The initial value of the input infomriation 
corresponds to the data identification ID and relative time 
information (PGR) extracted from the header of a packet. 
After the encipherment of the initial value was 
completed, the enciphered result of a second DES 
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enciphering circuit for title 7 becomes the input information. The second DES enciphering 
circuit for title 7 enciphers the enciphered result value by the first DES enciphering circuit 6 
with the second title key Ks2. An exclusive OR circuit 8 outputs the exclusive OR between the 
data stored in the packet and the enciphered result value of the second DES enciphering 
circuit 7. This forms the enciphering data. 
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